CABINET

Information Governance and Assurance Update
20 January 2015

Joint Report of the Chief Officer (Resources) and
Chief Officer (Governance)

PURPOSE OF REPORT

To seek Cabinet’s approval for strengthening the Council’s information governance and
other assurance arrangements (covering Information and Communications Technology
(ICT), information management, corporate anti-fraud and internal audit generally), using
budgetary growth approved back in February 2014.

Key Decision Non-Key Decision Referral from
X Cabinet Member
Date of notice of forthcoming 19 December 2014
key decision
This report is public.

RECOMMENDATIONS

1)

2)

3)

That Cabinet approves the development of the ICT service and the corporate
information governance function as outlined in the report, to be financed
from within existing budgets.

That Cabinet supports the setting-up of a corporate anti-fraud team in
collaboration with Preston City Council and Fylde Borough Council on the
basis outlined in the report, subject to it being at least cost neutral.

That Cabinet notes the proposed widening of the Internal Audit service’s
remit, subject to consideration by Audit Committee at its next meeting.

Introduction

As part of the 2014/15 budget, Cabinet supported an outline investment plan and
associated growth estimated at £120K per year for ICT security and Public
Services Network (PSN) compliance. The growth was duly approved at Budget
Council on 26 February 2014, its future use being subject to a further report to
Cabinet.
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Linked to this, the Council’s position regarding information governance has been
commented on in the last two Annual Governance Statements. The 2013/14
statement, approved by Audit Committee in September 2014, acknowledged that
following a significant body of work surrounding the Public Services Network
(PSN), further actions were still required “to ensure that the council’s
arrangements for collecting, storing, using and sharing information are robust and
enable the most efficient and effective use of that information”.

In addition to addressing those needs from both ICT and general information
governance perspectives, this report takes the opportunity to consider the
Council's response to other recent developments regarding anti-fraud
arrangements.

Information Security and Governance
Information and Communications Technology (ICT)

Sound ICT is essential for effective service delivery and as such, any delays,
outages or other difficulties in the supply of the ICT service can have significant
adverse impact, potentially across the whole organisation. This is recognised,
hence the approval of the budget growth almost a year ago.

In terms of the PSN, after a very difficult exercise under a very stringent regime,
compliance was first gained in May 2014. Nationally, the arrangements have been
the subject of criticism, because of inconsistencies in assessment experiences of
various councils to some degree but more fundamentally, because of an imbalance
in the absolute need for addressing real and perceived security risks at the
expense of service provision — with the latter losing out significantly in some cases.
Moreover, indications are that it has proved a very expensive exercise for local
government as a whole.

That is not to say that there have been no benefits derived from the experience,
however. On a more positive note, the Council does have a far more robust ICT
network and Officers have already learned much, in getting this far. It is also
apparent that Government has recognised councils’ difficulties and it is committed
to improving arrangements.

Unfortunately though, this was not in time to influence the timing of the Council’s
subsequent PSN assessment, as this still had to be completed and submitted last
August, only 3 months after gaining the last accreditation. Once again this tied up
resources and resulted in additional costs, although by no means to the extent as
experienced on the previous occasion. Nonetheless, it did result in further delays
in progressing the more proactive work to develop service restructure proposals for
the future. The £120K additional budget available in this year has been spent on
putting in place infrastructure and interim consultancy support to resolve
outstanding tasks from the first PSN assessment, as well as dealing with the
requirements of the second one.

Government’'s change in stance has influenced its response to the second
assessment, however. Officers have only very recently received any actual
feedback; initial indications are encouraging and it is hoped that confirmation of
compliance will be received sometime this month.

More specifically, Government has now brought in significant changes for the
governance for PSN. For example, it has established a PSN Programme Board to
help improve the compliance process and capitalise on the opportunities that PSN
presents, such as supporting the joining up of public services in an efficient and
effective manner. The Local Government Association (LGA), the public sector
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based Society of IT Management (SOCITM) and other local authority
representatives are included on the Board. Furthermore, the Council’s ICT
Manager is currently the Regional Chair for SOCITM in the North West, which
gives a good opportunity to both contribute to and keep abreast of future
developments.

Whilst undertaking the network security remediation work in order to meet PSN
requirements, it became very clear that ways of working and skills levels within ICT
required strengthening to meet and keep up to date with industry standards.
Developing appropriate plans to tackle this takes time, however — especially as day
to day service provision must continue. An external company was engaged to
undertake a skills review, in order to inform restructuring proposals.

As background, the current structure of three teams within ICT, (these being
Service Desk, Technical Support and Applications Support), has been in place for
at least the last 15 years. Staff in each section have to prioritise their work
between support and development and often, as a result, areas of development
including design, testing, and hand-over to Service Desk, are sacrificed. Instead,
just trying to get and keep systems up and running becomes the priority. With the
focus being on resolving issues that arise from this, there has been inadequate
time to devote to strategy. The following diagram sums up the service’s way of
working, which in the industry is referred to as a “circle of too much support”.

Too much time
on support

Not enough
time on design

Insufficient
support
documentation

———————Straight into

Not enough
time on testing

In short, the key findings of the external review were as expected, in that the ICT
service is understaffed and under-skilled in critical areas. Furthermore, the service
also needs to draw on external support where this is more cost-effective to do so,
for example in the provision and support for wi-fi and other aspects where 24/7
cover is needed.

To address this position, ICT service restructuring proposals will be presented to
Personnel Committee shortly. In the current climate of rapidly increasing change
both from technology and as a result of different ways of working brought about by
budget pressures, the Council needs an ICT service that provides reliable systems,
manages a wide variety of technologies and is able to plan for and respond to
change in an agile manner. Use of the previously approved budget growth will
enable this. Current estimates indicate that costs for 2015/16 will be in the region
of £50K, although with the potential outcome of job revaluation and incremental
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progression, these may rise to a maximum of £69K. Full details will be included in
the report to Personnel Committee.

Information Governance

In parallel with addressing ICT related vulnerabilities, it has been acknowledged
that the Council also needs to develop and improve its standards of information
governance generally throughout the organisation.

The key components of the Council's current information governance
arrangements are:

e Information Management Officer
¢ Information Management Group
e Existing policies and procedures
e On-line training resources

A self-assessment of the Council’s current position has been carried out using the
National Archive’s information management self-assessment tool. A summary
chart and headline results coming out of this review are set out in Appendix A.

The conclusion from this analysis is that corporately, resources and arrangements
currently devoted to information management are insufficient to address the
development issues identified in this review and to maintain appropriate standards
into the future. Key areas for development are therefore identified as being:

e Raising understanding of the importance of ‘Knowledge and Information
Management’ (KIM)

¢ ldentifying and managing significant information management risks

e Raising understanding of the information needs of the Council and putting
in place standards and procedures to ensure these are met

e Establishing clear roles and responsibilities for information management
and ensuring that staff and elected Members receive appropriate training,
guidance and support

e Developing a culture which ensures a commitment to high standards of
information management and to identifying and taking advantage of
information sharing opportunities

Given the nature of information developments, particularly those relating to digital
information and the associated technology, the expectation is that resources will
be required not just in the immediate term, to address the gaps identified and raise
standards to an acceptable level, but also to maintain those standards into the
future. Furthermore, drawing on the arrangements that other local authorities
have in place, buying in support, either through collaboration with other authorities
or from the private sectors, is not considered to be a viable, cost effective option,
at least for the medium to longer term.

Accordingly, it is proposed that the in-house corporate information governance
function be expanded and developed; an increase of one post is envisaged.
Allowing for overheads, at maximum the annual cost would be approaching £50K
per year, subject to grading confirmation. In next year costs may be in the region
of £40K, depending on the recruitment process. Should Cabinet support the
proposal, arrangements for establishing the post would be made under delegated
authority. It is proposed that managerial responsibility for Information Governance
would transfer to Internal Audit.
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Options and Options Analysis (for ICT/Information Governance)

Option 1 — Approve Officer proposals (covering ICT and Corporate Information
Governance)

Option 2 — Do not approve Officer proposals and require alternatives to be
developed.

Option 1 — Approve Officer
Proposals to develop functions as
proposed

Option 2- Do not approve proposals:
require Officers to develop
alternative proposals.

Advantages

Will enable and support better
service provision through the
development of ICT, corporate
policies, procedures and standards
of information governance

Will enable exploration of options for
better use and sharing of information

Provision of greater assurance
regarding information management
and security; reduce the risks of
inappropriate disclosure and any
associated penalties

None identified.

Disadvantages

Costs associated with additional
resources (although these are
already budgeted for)

Further delays in improving service
areas.

Inability to develop standards and
respond to future development
challenges in the interim.

Unable to provide assurance
regarding the security and effective
management/use of information.

No suitable alternatives identified to
date.

Risks

Inability to recruit the requisite
resources

Increasing risk of information
security incidents and associated
penalties/adverse publicity

Inability to respond to change and to
take advantage of opportunities for
better information sharing
arrangements

Risk of wasting time and resources,
with no prospect of identifying a
better solution for the medium term.

Officer Preferred Option

Option 1 is preferred. Dedicated resources are required to provide the expertise,
capacity, and guidance necessary to enable the Council to fulfil its information
governance responsibilities and to make the best possible use of ICT and
information in service delivery.
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Corporate Anti-Fraud Arrangements
Background

The National Fraud Authority (“NFA”) estimates that fraud in local government
amounts to at least £2.2 billion. In its publication “Protecting the Public Purse
2013”, the Audit Commission identified a number of areas of fraud as being those
that local authorities are typically likely to be subject to, other than
Housing/Council Tax Benefit.

The Audit Commission goes on to say:-

“Councils face reduced funding and new national counter-fraud arrangements.
They need to assess fraud risks effectively to target resources where they will
produce most benefit. They should:

¢ Maintain their capacity to investigate non-benefit fraud following the
introduction of the Single Fraud Investigation Service (“SFIS”);

e Follow the lead of London Boroughs and focus more effort on detecting non-
benefit fraud, which directly affects their revenue; and

¢ Ensure they have the right skills to investigate all types of fraud, which vary in
complexity.”

The public is entitled to expect the City Council to conduct its business with
integrity, honesty and transparency and demand the highest standards of conduct
from those working for it. Local authorities have a duty to safeguard public funds
and take responsible steps to ensure this. If fraud is suspected, authorities are
tasked with actively investigating allegations.

Historically both Lancaster and Preston City Councils have, with great success,
concentrated their counter fraud work around the prevention and detection of
housing benefit /council tax benefit related fraud, with occasional cases relating to
other fraudulent activity or irregularity being referred to the team for further
investigation.

The DWP contributes financially (through Housing Benefit Administration Grant) to
facilitate the fraud prevention and detection work directly linked with benefit fraud.

Recently, however, Government has confirmed that all Local Authority Fraud
Investigators will transfer to the Department of Work and Pensions (DWP) in a
phased process, thus creating a Single Fraud Investigation Service (SFIS).

As part of these arrangements, shared service staff currently employed by Preston
City Council are scheduled to transfer to DWP from 1 June 2015. This move will
result in a loss of specialist resources, funding and skills. At the same time, the
Council will continue to be required to participate in the National Fraud Initiative
(“NF1).

Additionally, the landscape in which the Councils operate is changing as a result
of:

e them now being responsible for determining their own Localised Council
Tax Support (LCTS) Schemes;

e Business Rates administration changes, with the potential for increased
rate avoidance tactics and increased local impact; and

e there being a higher profile regarding fraud and its impact on public funds
generally, at a time when councils and other public bodies are facing huge
financial challenges.
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These factors impact directly on the scale and range of risks inherent within the
Authority and its future capacity and resources. With all of these issues in mind,
there is a business need to determine a suitable framework that ensures the
Council is still reasonably able to prevent fraud from occurring, following the
creation of SFIS. Where prevention is not possible, there should be a systematic
and proportionate response, enabling the timely and effective detection,
investigation and prosecution of fraudsters.

Current Position

The Council’s Financial Regulations and the Anti-Fraud, Bribery and Corruption
Policy assigns responsibility for the corporate reporting and investigation of fraud
and other financial irregularities to the Council’s Internal Audit function. In recent
years, the majority of fraud cases detected (other than benefits) have tended to be
relatively low level theft or other impropriety. There have been no cases over
£10,000 requiring a report to the Audit Commission.

The existing shared Benefits Fraud Team consists of 10.6 full time equivalent staff
operating over 3 sites. It includes counter fraud officers/managers accredited
through the DWP’s Professionalism in Security (“PinS”) qualification. In addition
several team members hold BTEC Professional Certificates in investigation.

In terms of the team’s costs, these are split 50/50 between Preston City Council
and Lancaster City Council, after allowing for Fylde Borough Council making a
separate contribution as part of a Partnership Agreement. Lancaster City’s share
is currently estimated at £127K per year.

To help offset this, DWP funding estimated at £74K per year is receivable,
meaning that the City Council’s current net cost for the shared function is £53K
per year.

Proposal

The potential for establishing a corporate Anti-Fraud Team under a collaborative
arrangement with existing partners, Preston City Council and Fylde Borough
Council, has been developed for Cabinet’s consideration.

The scope of this corporate function would include business rates, council tax
discounts and significantly, council tax support cases, which will not be covered by
the Single Fraud Investigation Service.

Furthermore, under the Prevention of Social Housing Fraud Act 2013, local
authorities have been given powers to investigate and prosecute tenancy fraud,
providing a further opportunity to explore partnership working arrangements in
social housing. This is relevant to Lancaster in relation to its own Council Housing
service and in Preston, the Community Gateway Association has expressed an
early interest in discussing service provision, should a shared Corporate Fraud
Team be established.

The team would also be tasked to investigate alleged fraud, bribery and corruption
by any employees, councillors, contractors, consultants, suppliers, service users
and members of the public who have dealings with the Council. In summary the
section will be responsible for:

e Prevention, detection, investigation and prosecution of all fraud against the
Council

e Assisting with any appropriate disciplinary matters
e Providing assurance that the risk of fraud is minimised wherever possible

e Working with Internal Audit on any other matters regarding fraud, bribery
and corruption risks affecting the Council.



3.35 If this approach were to go ahead, the team would seek to work closely with other
interested stakeholders, including Housing Associations and Lancashire County
Council, to help detect fraud in other prime areas.

3.3.6 It is currently envisaged that a new Corporate Fraud Team established on this
basis would consist of 4 posts. They would continue to be employed by Preston
City Council and there would be a further partnership agreement put in place.

3.3.7 Where possible, the new Corporate Fraud Team would be staffed from the
existing shared Benefit Fraud Team, ahead of the transfer to SFIS.

3.3.8 There are several options for service location and management, ranging from a
virtual team located in several places, or a single unit based in one location, or a
hybrid arrangement. At this stage, regardless of location, it is proposed that the
Corporate Fraud Team forms part of Internal Audit resources. Officers from the
partner authorities would agree the exact arrangements in due course.

3.4 Financial Implications

3.4.1 In essence, initially the proposed creation of a shared Corporate Fraud Team
would be funded through redirecting the savings anticipated from the transfer of
the bulk of benefit anti-fraud work to SFIS, as shown in the table below:

2015/16 2016/17 2017/18 2018/19
Savings: £000 £000 £000 £000
Fraud Staff TUPE — saving in
LCC contribution to the Shared
Service (95) (227) (127) a27)

Additional Costs
Contribution to the Corporate

Fraud Team 41 53 53 53
Administration Grant Reduction - 74 74 74
Net Cost / (Saving) (54) 0 0 0

3.4.2 Financial arrangements for sharing/allocating costs and savings would be
developed further, drawing on the principle that the function should be self-
financing, i.e. the money the team prevents being lost through fraudulent activity
should more than offset the cost of running the team. The evaluation of this would
be developed and monitored on an ongoing basis, to ensure that value for money
is being achieved. At present, the proposal does not assume any direct savings
from the team’s prevention work.

3.4.3 In addition to the above, Government recently challenged Councils to use
innovative financial management to tackle fraud. It set up a £16M funding pot
(covering a two year period), with the purpose of encouraging bids from local
authorities, working in partnership, to recoup money owed and tighten safety nets
to prevent crime.

3.4.4 Preston City Council, with support from its existing local authority fraud partners
(Lancaster CC & Fylde BC), submitted a successful bid for funds and it has been
awarded £125,750 to help the partnership establish an investigative capacity over
a 2 year period. At the time of writing this report, the use of these funds had not
yet been determined, but they should also mean that additional savings can be
gained.
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Separately, Officers have signed up to Government’s recently announced Fraud
and Error Reduction Incentive Scheme (FERIS) that runs until the end of 2015/16.
This should provide financial rewards for authorities that further tackle fraud and
error within their housing benefit caseload (rather than corporate fraud). The
resources for participating in this will also be managed jointly, through shared
arrangements.

As indicated earlier, the work of the proposed team will cover both General Fund
and Housing Revenue Account services and each account will therefore be
expected to bear an element of the Council’s share of the cost. It is too early to
estimate the split, however, and so all costs are assumed to be General Fund.

Options and Options Analysis

Option 1: To approve the proposals for establishing a Corporate Fraud Team on
a collaborative basis with the Council’s partners (Preston CC and Fylde BC).

Option 2: Not to approve the proposal, and require Officers to develop alternative
proposals for meeting the Council’s residual obligations for tackling fraud, on
transfer of staff to SFIS in June 2015.

Option 1 — Approve the
establishment of a Corporate Fraud
Team on a collaborative basis with

Preston CC and Fylde BC

Option 2- Do not approve the
proposal / seek alternatives.

Advantages Objective would be for the team to be | None identified.

self-financing

Opportunity to make use of existing
staff capacity and expertise

Benefits from larger scale of
operation

Would enable links and collaboration
to be maintained with Internal Audit.

Flexibility and responsiveness to
changing levels of demand/need
within the partner organisations.

Benefits from Central Government
funding which has been awarded.

Has the resource to engage with
other interested parties.

Disadvantages

Additional managerial oversight to
ensure that partners’ priorities and
calls on the team are managed
effectively.

Shortage of specialist anti-fraud skills
within current Internal Audit resource.

Lost opportunity for tackling fraud in a
cost-effective, collaborative manner.

Risks

Failure to achieve self-financing
objective.

Success dependent on retaining /
recruiting suitably experienced skilled
staff.

Linked to uncertainty. In the interim:

Inability to respond effectively to a
significant incident.

May not be able to provide an
effective level of deterrence.

High demand on anti-fraud matters
could adversely affect core audit
work, or incur more costs.

Reputational risks with partners.
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Officer Preferred Option

Option 1 is preferred. This provides a number of opportunities to take advantage
of existing strengths and expertise within the current Revenues and Benefits
Shared Service and the availability of external funding. It is stressed that the
overall financial objective of the proposal is that the corporate team would be self-
financing and this must be regarded as an immutable principle. Arrangements
would be put in place for ongoing monitoring and review of performance.

Given that the formation of a Corporate Fraud Team requires decisions from other
partners and recruitment arrangements being resolved before 01 June, a final
decision is being sought now, rather than it being subject to the budget process.
This fits with financial strategy, given that no additional budgetary pressures are
involved.

Internal Audit and Assurance

Cabinet will note that the proposals contained within this report fit with establishing
a wider ‘assurance’ role being built in to the existing remit of Internal Audit.

The Internal Audit section currently has a vacancy in the post of Principal Auditor;
this has been held vacant pending the proposals contained in this report being
developed and considered.

Constitutionally, the Audit Committee has delegated responsibility for considering
and commenting on the adequacy of Internal Audit and options for its delivery.
Proposals for the future shape and organisation of Internal Audit are therefore
being covered in a report to the Audit Committee later this month.

In essence, however, Officers consider it appropriate to widen Internal Audit’s role,
linked to providing assurance regarding the Council’'s wider governance
arrangements.

Given the corporate nature of the work, specific responsibilities for fulfilling this
wider role would be attached to the senior members of the team, i.e. the Internal
Audit Manager and Principal Auditor.

This may require some relatively minor changes to job roles within the function,
but any costs involved would be minor and would be contained within existing
budgets (and the figures quoted earlier).

Details of Consultation

Where appropriate, consultation has been undertaken with the Council’s partner
authorities. Any specific staffing consultation would be undertaken in accordance
with the Council’s protocols, where the Council is the employing authority.

Conclusion

Much work has been done to develop proposals that strengthen the Council’s
service provision, whilst containing costs within existing budgets and/or providing
opportunities to secure savings. Whilst the service areas may not necessarily be
appreciated directly by the public, nonetheless they are essential for effective
service delivery and the safeguarding of resources.



RELATIONSHIP TO POLICY FRAMEWORK

As stated in the Corporate Plan, a key element in ensuring its successful delivery is
having sound governance arrangements in place. The proposals also fit with the
Council’s ethos.

CONCLUSION OF IMPACT ASSESSMENT
(including Health & Safety, Equality & Diversity, Human Rights, Community Safety,
HR, Sustainability and Rural Proofing)

Any impacts would be addressed through the delivery of particular services.

LEGAL IMPLICATIONS

Legal Services have been consulted and have no observations to make in respect of the
proposed anti- fraud provisions and with regards to ICT/Information Management
proposals they are acceptable subject to appropriate consultation with the affected staff.

FINANCIAL IMPLICATIONS
As set out in the report.

In summary, if all the proposals were approved, savings of at least £84K would be
achieved next year, with the potential for this to increase, predominantly through the
results of anti-fraud work.

Although savings should accrue from such activity in subsequent years, at present, for
prudence the anti-fraud proposals are assumed to be budget neutral. There would be
savings of between £10-20K each year in connection with ICT and Information
Governance, however.

OTHER RESOURCE IMPLICATIONS
Human Resources/ Information Services / Property / Open Spaces:

As referred to in the report.

SECTION 151 OFFICER’S COMMENTS

The s151 Officer has contributed to the production of this joint report, which is in her name
as Chief Officer (Resources) together with the Chief Officer (Governance)’s.

MONITORING OFFICER’S COMMENTS
The Monitoring Officer has been consulted and has no comments to add.

BACKGROUND PAPERS Contact Officer: Nadine Muschamp
Telephone: 01524 582117
E-mail:nmuschamp@lancaster.gov.uk,
Ref:

None.
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